doter & @ Canara Bank

Prebid Replies to GeM bid ref no. GEM/2023/B/3064378 dated 27/02/2023 for Supply, Installation, Implementation, Configuration, Integration,
Commissioning and Maintenance of PKI Multi-Factor Authentication Software Solution in Canara Bank for 3 Years.

Multi-Factor
Authentication Software
Solution.

security meets the latest security
guidelines and the solution provider
to should resolve any

vulnerabilities reported.

taken care by barnk, please confirm

Zlc;_ GeM Bid Clause Clause/Technical Specification Bidders Query Bank's Reply
' This clause is to ensure
migration of  existing
ATC H Performance transac?iqn_s / data and
#nnex_ure-1 . c) Solution shall be able to compa.tlblhty. However,
echnical & Functional | . te/verify the existing digitall there is no solution as of
1 | Requirement of PKI migrate/verity the existing digitatly Need more clarity on migration activity, if require now in the Major target
Multi-Factor signed transactions already application, i.e., Internet
Authentication Software completgd using existing Banking. ’If .E;me other
Solution. application. application is chosen for
implementation, this
clause will apply.
ﬁ-rll-gexure-1 G, security & Audits ﬁgt/l;tlonmdftipf:pefntzgpirt\g
Technical & Functional b) The solution should be able to . . options based on Bank
2 | Requirement of PK maintain the mapping and Audit | Please clarify the requirement for Aadhaar number requirement. Aadhaar is
Multi-Fact Trail of digital certificate with | here one of the o. tion. In case
Alljth]en?ic:trion Software account number / Aadhaar number it is mandaged .solution
Solution. / users ID / customer ID. should be capable.
ATC G. Security & Audits . . ‘
Annexure-1 a) Application will be subject to Auditor/s witl be appomt_ed
Technical & Functional regular Internal and/or External | o ' . by ‘the Bank: Solution
3 | Requirement of PKI Audits to ensure application | We are assuming internal and external audits will be | provider has to involve and

support in audit as well as
rectification of the

observations.




dorel @ Canara Bank

;lc'). GeM Bid Clause Clause/Technical Specification Bidders Query Bank's Reply
ATC D. Administrator Dashboard and
Annexure-1 Alert . module . . .
Technical & Functional f) Solution should support workflow | The gffe_red solution §upports maker-checker | Yes, along with this
4 Requirement of  PKI templates that allows for user | authorization through admin modute post customers | separate DSC for maker
Multi-Factor friendly customer registration and | DSC registration from internet banking portal. Hope | and checker users should
Authentication Software should have maker-checker | this suffice the requirement, please confirm also be supported.
Solution ' mechanism for workflow approval
’ through an admin console.
ATC B. Components
Annexure-1 2. Client Side components
Technical & Functional | : ; P Our component supports the asked feature but | Support is required for
5 | Requirement of PKl c) The client compor}ent should centralized patch management should be taken care | application specific
quir also support centralized patch P g pp pecihi
Multi-Factor Sy : of by Bank Team patches.
Authentication Software management to avoid reinstallation
. of client component. -
Solution.
ATC
Annexure-1 C. Features of the solution | Kindly confirm whether bidder has to propose both
Technical & Functional | e) The solution should offer Digital | Digital Signing through USB Crypto Token and eSign | Solution should be capable
6 | Requirement of PKI | Signing through USB Crypto Token | (ASP Model) for this project. Is eSign an optional | to provide eSign based
Multi-Factor or through e-sign which comply | requirement? If yes, please confirm the expected | authentication.
Authentication Software | with CCA India guidelines. eSign Model that bidder has to deliver.
Solution.
ATC
Annexure-1 A. General Scope . ' .
Technical & Functional | ¢) The solution should act as a | Please confirm if any other authentication factor, MFS] tl‘n Ad:.des m#lt]-.ple
7 | Requirement of PKI | multi-factor authentication (MFA) | other than Asymmetric keys / DSC, is expected by authentication ‘mechanism

Multi-Factor
Authentication Software
Solution.

for performing Internet Banking
transactions.

bank to authenticate (or) authorize the transactions.

like password, PIN, OTP,
Tokens etc.
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;[(;_ GeM Bid Clause Clause/Technical Specification Bidders Query Bank's Reply
ATC
Annexure-1 A General Scope We urge bank to relax this clause as eSign used for
Technical & Functional f)‘ The solution should also su c?rt signing documents like PDF/XML and not suitable for | Solution should be capable
8 | Requirement of PKI e-sign based signature vali d?'zion authentication of users. Moreover validation of eSign | to provide eSign based
Multi-Factor S CCA | d'g deli does not come under the purview of bidder offering | authentication.
Authentication Software (as per ndia guidelines) DSC with Crypto token based solution.
Solution.
ATC " The standards mentioned here does not correlate
Annexure-1 g) ﬁ_iitz:)ﬁgz;hfhzzll‘ét]gg canable with security channel specifications. The standards The specification is based
Technical & Functional f subporting X.509 PKi cert'f'E t PKCS#7 - refers to signature packing / storage format, on re [?Jlato dvisiory and
9 | Requirement of PKl of supporting 2. CAES | ocsp - refers to internet protocol for obtaining DSC g rya ryan

Multi-Factor
Authentication Software
Solution.

and should be able to use various
security channels like PKCS#7, XML,
OCSP, LDAP etc.

status, LDAP - refers for directory service, etc.So
please amend the clause elaborating the security
channels specifications expected.

hence solution should

comply the same.
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Sl.

No.

GeM Bid Clause

Clause/Technical Specification

Bidders Query

Bank's Reply

10

ATC

Annexure-1

Technical & Functional
Requirement of PKI
Multi-Factor
Authentication Software
Solution.

C. Features of the solution
e) The solution should offer Digital
Signing through USB Crypto Token
or through e-sign which comply
with CCA India guidelines

We recommend the bank to amend the clause to use
only Crypto token based solution for authentication
and signing banking transactions.
eSign has following drawbacks for banking
applications:

- High per transaction «cost to Bank
- Customer has to enter either Aadhaar number (or)
Signer Id & PIN along with 2FA (OTP) for every
login/transaction. Combining this with the existing
Login credentials results in additional friction
elements and inconvenience in user experience.
- Considering the bank wants to sign multiple
transactions in a single request this is feasible only in
a Non-Aadhaar based model (Signer ID & PIN). This
increases the burden on customer since he has to
undergo a separate eKYC on-boarding process with
the ESP. Furthermore this process has to be repeated
for every two years.
- Authentication in eSign service is done via OTP. This
model is still vulnerable to all the shared secret
attacks like phishing, SIM swaps, delayed SMS,
Trojans, OTP stealers, - etc.
- Issues in delivery of OTP combined with the
mandate that every customer's Aadhaar number
needs to be mapped to active Mobile number
- The TPS ask for eSign service (200 - 300) is
unrealistic, considering all cryptographic operations
happen centrally and no ESP entity can offer the
requisite TPS.
- eSign is typically used for signing PDF/XML
documents. It is not suitable for authentication of
users.

Solution should be capable
to provide eSign based
authentication.
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Sl.

No.

Clause/Technical Specification

Bidders Query

Bank's Reply

11

GeM Bid Clause

ATC

Annexure-1

Technical & Functional
Requirement

of PKI
Multi-Factor :
Authentication Software
Solution.

13

C. Features of the solutionk) The
solution should have the ability to
sign multiple transactions like Bulk
Transactions at one time.

‘stealers, etc.

We recommend the bank to amend the clause to use
only Crypto token based solution for authentication
and signing banking transactions. eSign has following
drawbacks for banking applications: - High per

| transaction cost to Bank - Customer has to enter

either Aadhaar number (or) Signer Id & PIN along with
2FA (OTP) for every login/transaction. Combining this
with the existing Login credentials results in
additional friction elements and inconvenience in
user experience. - Considering the bank wants to sign
multiple transactions in a single request this is
feasible only in a Non-Aadhaar based model (Signer ID
& PIN). This increases the burden on customer since
he has to undergo a separate eKYC on-boarding
process with the ESP. Furthermore this process has to
be repeated for every two years. - Authentication in
eSign service is done via OTP. This model is still
vulnerable to all the shared secret attacks like
phishing, SIM swaps, delayed SMS, Trojans, OTP
- Issues in delivery of OTP combined
with the mandate that every customer's Aadhaar
number needs to be mapped to active Mobile number
- The TPS ask for eSign service (200 - 300) fis
unrealistic, considering all cryptographic operations
happen centrally and no ESP entity can offer the
requisite TPS.- eSign is typically used for signing
PDF/XML documents. It is not suitable for
authentication of users.

Solution should be capable
to provide eSign based
authentication.
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zl(; GeM Bid Clause Clause/Technical Specification Bidders Query Bank's Reply
PIl. are very critical
ﬁ-rlm-gexure-1 Encryption of Pll data is part of eSign specifications ;r;frg;r?st;?]n ?::iml(rar?gml% :;
T - . C. Features of the solution | (during Biometric credential capture). Profiling of n any nay X
echnical & Functional . ; . to disastrous situation.
12 | Requirement of PKI 1) The solution should encrypt the | payload / transaction data is not part of the PKI Hence. anv Pll related to
Mucl]ti-Factor personally identifiable information | authentication solution. The solution uses the data the r,o osye d PKI solution
o (PI) for data security purposes. only to verify the signature. Hence we request for prop
Authentication Software ] should be secured through
. relaxation of the clause. ;
Solution. encryption or any other
secured mechanism.
ﬁ:;gexure-1 C. Features of the soiution We recommend the bank to amend the clause of | The proposed solution
. : : : validating the certificate through either Online OR | should be able to support
Technical & Functional | h) The solution should be able to
13 | Requirement of  PKI | validate the certificate through through  Offline CRL OR  OCSP  service. | the mentioned services to
Mucllti-Factor online and offline CRL and chp Validation using the optimal method available, will | enable Bank to choose the
Authentication Software | responder services ensure higher throughput else unnecessary load will | appropriate one for the
Solution P prevail on the server. solution.
We urge the bank to relax this clause as this does not
come under the purview of the authentication
ATC ‘ - solution. As the bank is emphasing on using only :
Annexure-1 AD\ier.tAdmlmstrator Dashboarrgo daurtg qualified certificates for the end-users, typically the -vrvﬁle P;S?ﬁ:ﬁgcatsi?\lwg:e’
Technical & Functional ¢) Customer to be notified well in Certifying Authorities themselves intimate the users DSC. will check its vag:i dit
14 | Requirement of PKI for ' renewal. ’ y.

Multi-Factor
Authentication Software
Solution.

advance before certificate expiry
(expiry period and notifications
should be configurable by admin)

The authentication solution will work as API service
and would not have access to user profile details like
email id, SMTP and related services. Alternately, the
net banking application can alert the users since it
has the channels to communicate with the users.

Based on same required

alert can be configured for

showing to the customers.
\
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Sl.

No.

GeM Bid Clause

Clause/Technical Specification

Bidders Query

Bank's Reply

15

ATC

Annexure-1

Technical & Functional
Requirement of PKI
Multi-Factor
Authentication Software
Solution.

D. Administrator Dashboard and
Alert module
e) The administrator shall be able
to register, de-register or
reregister and provide facilities like
temporary block/unblock APIs for
the customer certificates through
the admin module

Considering that the Bank has asked for API based
model, the Internet banking application will integrate
the APIs of the solution to consume Signing services
of the solution. Hence the workflow design, GUI
aesthetics is dependent on the Internet banking
application rather than on the MFA solution. The MFA
solution would not host any user interface for the end
users.

We urge bank to relax this clause.

This clause applies only to
the solution / part of
solution proposed in the
RFP to be provided by the
solution provider.

16

ATC

Annexure-1

Technical & Functional
Requirement of PKI
Multi-Factor
Authentication Software
Solution.

" transactions/validations

H. Performancea) Solution should
be able to handle ‘200 to 300’
number of concurrent
across
multiple channels.

To offer the optimal hardware sizing and costing, we
request bank the provide the following volumetric
details : - Number of Business Applications for
authorizing transactions using DSC - Approx. number
of Users to be enrolled for 3 years - Number of signing
transactions performed in day / month / Year -
Payload size of the transactions (for storage)Please
confirm if the maximum Transaction Per Second
expected is 300 TPS.

Initially the solution will be
used for Internet Banking
application. Later various
other applications will be
added based on the
requirement. The solution
should be scalable to
handle the requirement of
the Bank.
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Sl.

No GeM Bid Clause Clause/Technical Specification Bidders Query Bank's Reply
To offer the optimal hardware sizing and costing, we
:jictlgﬁzt bank the provide the following volumetrlc nitially the solution will be
ﬁ-rll-gexure-1 - Number of Business Applications for authorlzmg Zse?icgo:]ntef:f;r ?gm'&i
Technical & Functional H. Performance | transactions using DSC otphper a li.cations will be
17 | Requirement  of  PKI b) Solution shall be able to enrol | - Approx. number of Users to be enrolled for 3 years added plt))ase d on the
q! unlimited users without any users | - Number of signing transactions performed in day / . :
Multi-Factor restrictions month / Year requirement. The solution
Authentication Software p . . should be scalable to
: - Payload size of the transactions (for storage) :
Solution. handle the requirement of
Please confirm if the maximum Transaction Per the Bank.
Second expected is 300 TPS.
Please clarify | , ... . .
_ a. Whether the existing customer use a DSC crypto Lr:;:jal]l)(/)rthﬁ] :g:lrigto nB\grlmlliilrjle
ATC H Pérformance token application which i%
Annexure-1 C)' Solution shall be able to b. The details of the existing digitally signed currently not integrated
Technical & Functional | . . Y . transactions, like | =, . .
t6 | Requrement o Fq | TESeery eeistnsdialy )| T Y e sorage ot 1P sduten, Th
Multi-Factor cogm leted usin existiny - Whether the signature is stored in attached or other application to bg
Authentication Software 2 l?cation g g detached model inte ratepdpb the Bank at
Solution. PP - Necessary CRL / OCSP verification information g y ‘e
embedded in the signature any stage afFer the initial .
- Database storage schema / structure 1mplementatlon.
l?f.gr.t /Snytocgsbtc:nn::e:jt;oz Sf;luulg‘Bg For Bidders who are offering COTS product
P ys customization cannot be performed, so please | This clause will be
ATC done onsite and Bank will not pay s erers - . X .
19 13. Onsite Resources separately for this customization confirm if this clause is applicable only for the bidders | applicable to any
’ ' . No ATS/AMC is pavable on Sud; who are offering solution that are specifically | customization required.
customizations pay developed for Canara Bank.
14.1. The selected bidder has to | Our understanding is Bank and its apphcgtmn vendors | . . .
20 ﬂ_c | X work with different application | would be carryihg out the integration activities. The The clause is applicable for
) ntegration & vendors in order to integrate new | APIs are application agnostic. any support required for
Interfaces ; Iy N e . the’solution.
PR solution to the existing worklead or’| Please elaborate the scope of support needed by.the -
‘ - :‘[‘" - -
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SI.

No. GeM Bid Clause Clause/Technical Specification Bidders Query Bank's Reply
' new workloads during contract | Bidder in helping the bank integrate the APIs and the
period duration.
14.2, T'he sglected bidder has to Our understanding is Bank and its application vendors
work with different teams of Bank - . ' i s
ATC & application OEMs to understand would be carrying out the InFegr_atlon activities. T.h € | The clause is applicable for
- ppticatl - APls are application agnostic. pptic
" intertaces T | configurations | of " respective | Please elaborate the scope of support needed by the | F¥ SRt reaured for
O Bidder in helping the bank integrate the APIs and the ’
applications for the offered duration
solution ’
16.2. The bidder will place the
Source Code (and the procedures
necessary to build the source into
Ghagrarns and techrical ytite up for | o |Bank shall verify fthe
ATC | the Software, within Thirty (30) We are offering COTS product and not building a | applicability. Solution
22 16. Escrow arrangement | davs of im le,ment tion in escrow customized project for the Bank. Please confirm if | provider to comply the
) g Y b a this clause is applicable in such cases. same  in case  its
with a reputable agency acceptable applicability is verified
to both the parties. The modalities PP ¥ )
of the versions to be kept etc., can
be finalized at the time of lodging
the software for escrow
Considering that time required to process the pre-bid
23 | Generic Generic clarifications, collate and submit the bid documents, | Bidders are requested to
we request the bank to extend the bid submission by | abide by the timelines.
two weeks.
Table A - Price details of PKI Multi-
Factor Authentication Software
ATC SolutionEnterprise License Cost for | The Annexure 10 of Bill of Material, Table A asks for
24 | Annexure-10 « | PKI  Multi-Factor Authentication | Enterprise License Cost. Kindly advice how many | Presently DC and DR.

Bill of Material

Software Solution with 1 year
warranty and support as per
Annexure-1

environments you have, like DC, DR or any others?
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Sl.

No GeM Bid Clause Clause/Technical Specification Bidders Query Bank's Reply
The solution should be
There is an esign requirement mentioned. Kindly | capable of supporting all
25 | Generic Generic advice whether Aadhaar esign 2.1is required or | the prevalent models. Bank
will PAN esign 3.2 also serve the purpose. may choose the
appropriate option.
What would be the estimated number of esigns | Procurement of physical
26 | Generic Generic required every year? This will help provide a | USB Crypto token device is
competitive cost. not part of RFP.
What will be the estimated number of users using the Procurement of = physical
27 | Generic Generic C USB Crypto token device is
application?
not part of RFP.
28 | Generic Generic Will digital signature issuance be part of this project? No

If yes, can any humbers be provided per year?




doter Ao @Canara Bank

fllc;. GeM Bid Clause Clause/Technical Specification Bidders Query Bank's Reply
10.3 Project Timelines
The solution provider has to make
the system live within 14 weeks
from the date of acceptance of the
order as per schedule mentioned
below: In view of the size and complexity of the project we
would request Canara Bank to kindly amend the
Phase | - Supply, Installation, | delivery timeline as suggested below so as to provide
Implementation, Configuration and | the vendor sufficient time to implement the project
Customization of the PKI Software | properly:
ATC Solution at the bank office. - Within | The solution provider has to make the system live
10 Delive six (06) weeks from the date of | within 24 weeks from the date of acceptance of the Bidder to comply with REP
29 | ) . Y acceptance of purchase | order as per schedule mentioned below: Pty
nstallation, Integration . . . - terms.
and Commissioning order/ provision of lnfrast.ructure Phase | - Within fourteen (14) weeks from tr_1e_ date of
from Bank side whichever is later. | acceptance of purchase order/provision of
infrastructure from Bank side whichever is later
Phase Il - User Acceptance Test | Phase Il - Within six (06) weeks from the date of
(UAT) of the solution - Within four | completion of Phase-I.
(04) weeks from the date of | Phase lll - Within four (04) weeks from the date of
completion of Phase-l. | completion/sign-off of UAT of solution.
Phase IlI - Production Movement -
Within four (04) weeks from the
date of completion/sign-off of UAT
- of solution.
"1 13.1 One (1) qualified resources to
be stationed at the Locations | Please refer clause 22.3 where in the RFP ask is for
specified by the Bank at Bengaluru | support on 24x7x365 basis.
from the date of delivery till the 24x7x365 support should
ATC contract period to support the | In view of the above we understand that a team of at | be available from offsite
30 Project  during  UAT, Pilot | least 5 onsite resources would be required to address | Location. Onsite support is

13. Onsite Resources

-

Implementation, Migration, after
Go-Live and also maintaining
uptime during warranty. However,
charges for onsite resources will be
paid from the date of acceptance

the RFP requirement.

Please amend the relevant clauses of the RFP and the
price bid template accordingly.

required for working hours
and days.
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:lé GeM Bid Clause Clause/Technical Specification Bidders Query Bank's Reply
of the Go-live implementation of
the solution. Bank at its discretion,
can extend the onsite support till
the completion of ATS period.
o . To align with the industry wide standard accepted
l?f'grtAuny tguzséor:w;a;;or; S;efulig]gg practice for similar projects we would request the
P ys , Bank to amend the clause as suggested herewith: | . .
31 ATC done onsite and Bank will not pay Anv customization requiring effort up to 5 man days Bidder to comply with RFP
13. Onsite Resources separately for this customization. hy d be d q.t g d B l? il t Y5 | terms.
No ATS/AMC is payable on such shou € done onsite and bank WIL_ not pay
customizations separately for this customization. No ATS/AMC is
) payable on such customizations.
We intend to propose an established COTS software Bank shall verify  the
ATC and in such cases providing source code directly or | applicability. Solution
32 16. Escrow arrangement 16. Escrow arrangement through an Escrow Account is not a standard practice. | provider to comply the
) 5 OEMs will not agree to such a provision. We would | same in case its
» 7 request the Bank to kindly remove this clause. applicability is verified.
16.7 The bidder should provide
Application Security Certificate
along with report of the proposed
?tos llé?;g?ett?oia&k(’:;%v&g%% dBeaQS d]ir; We intend to propose an established COTS software | Auditor/s will be appointed
to  check the  vulnerabilit and in such cases providing source code for | by the Bank. Solution
33 ATC16. Escrow associated with o oseg conducting code audit is not feasible.We can provide | provider has to involve and
arrangement software/solution.  if 5] pcase Application Security Certificate from a CERT-In | support in audit as well as
observations are f,o und then bidder empanelled Agency.Please confirm the acceptance of | rectification of the
has to take up with OEM our proposition. observations.
immediately to attend the same for
closure before project
acceptance/signoff.
e
16‘ P
Lo dge 12 of 20
WS <




dorel @ Canara Bank

Sl.

No.

Clause/Technical Specification

Bidders Query

Bank's Reply

34

GeM Bid Clause
ATC
19. Penalties

Liquidated damages

&

19.3 Penalties/liquidated
damages for  Onsite/Offsite
resources: In case the resources
goes on leave/absent,
replacements having equivalent or
more experience and qualification
has to be arranged by the Bidder to
ensure that regular functioning of
the solution does not hamper. In
case replacements are not
arranged, bank shall pay only the
proportionate amount of Resident
resource charges during the
particular month. The Bank shall
also impose a penalty of 0.5% (Plus
GST) of the Resident resource
charges (Excl. of GST) payable to
the Bidder for that quarter for each
week and part thereof of absence.
However, total penalty under this
clause will be limited to 20% (Plus
GST) of the total charges (Exclusive
of GST) payable for Resident

To align with the industry wide standard accepted
practice for similar projects we would request the
Bank to kindly amend the clause as suggested
herewith:

However, total penalty under this clause will be
limited to 5% (Plus GST) of the total charges
(Exclusive of GST) payable for Resident Resource
charges for that month.

Bidder to comply with RFP
terms.

Resource charges for t_hat month.
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Sl.

No.

GeM Bid Clause

Clause/Technical Speciﬁéation

Bidders Query

Bank's Reply

35

ATC
20. Payment terms

St ' No. 1
Enterprise License with unlimited
usage Cost for PKI Multi-Factor
Authentication Software Solution

60% - On delivery Installation,
Implementation, Configuration of
PKI  Multi-Factor Authentication
Software Solution in UAT and on
submission  of Invoice  and
Acceptance/Sign off by the Bank
and on production of relevant
documents.

40% - On Implementation,
Configuration, Customization,
Integration and Commissioning of
PKI  Multi-Factor Authentication
Software Solution in production and
Acceptance/Sign off by the Bank
and on submission of Invoice and
production of relevant documents.

We would request the Bank to kindly amend the
payment terms as suggested below to sync with the
industry wide practice followed for similar projects:

60% - On delivery of licenses of PKI Multi-Factor
Authentication Software Solution and on submission
of Invoice and Delivery Acceptance / Sign off by the
Bank and on production of relevant documents.

40% - On Implementation, Configuration,
Customization, Integration and Commissioning of PKI
Multi-Factor Authentication Software Solution in
production and UAT Acceptance/Sign off by the Bank
and on submission of Invoice and production of
relevant documents.

Bidder to comply with RFP
terms.

36

ATC
20. Payment terms

Sl No. 2
One time Implementation,
Customization & Integration cost of
PKI Multi-Factor Authentication
Software Solution

50% - After Go-live of PKI Multi-
Factor Authentication Software
Solution and Acceptance/Sign off
by the Bank and on submission of
Invoice and production of relevant
documents.

50% - After 3 Months of the

We would request the Bank to kindly amend the
payment terms as suggested below to sync with the
industry wide practice followed for similar projects:

60% - On implementation of PKI
Authentication  Software  Solution and UAT
Acceptance / Sign off by the Bank and on submission
of Invoice and production of relevant documents.

40% - After Go-live of PKI Multi-Factor Authentication
Software Solution and Acceptance/Sign off by the
Bank and on submission of Invoice and production of
relevant documents.

Multi-Factor |-

Bidder to comply with RFP
terms.




o
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Sl.

No. GeM Bid Clause Clause/Technical Specification Bidders Query Bank's Reply
successful Go-Live setup and
signing of escrow agreement and
depositing of source code and on
submission of relevant documents.
St No. > To align with the industry wide accepted payment
Annual  Maintenance  Contract £ fg il . ry ld P PhyB K
(AMC) / Annual Technical Support erm for similar projects we would request the an. - .
37 ATC (ATS) to kindly amend the clause as suggested below: | Bidder to comply with RFP
20. Payment terms Annual Maintenance Contract (AMC) / Annual | terms.
The amount shall be payable 'El"src‘gghcag r?i%%g;tchS)‘ The amount shall be payable
quarterly in arrears. y )
If during the warranty period, any A failure here implies
software items fails on three or permanent failure / major
ATC more occasions in a quarter, such | Since this clause is not applicable for a software | flaw / continuing flaw /
38 | 23. Mean Time Between | items shall be replaced by | solution implementation project, we would request | inability to perform tasks
Failures (MTBF) equivalent / superior new | the Bank to kindly remove this clause. by the solution. The |
hardware items by the bidder at no bidders to comply with the
additional cost to the Bank. RFP Term. :
All related documents, manuals,
ATC Standard Operating Procedures | We understand that all documents needs to be | Soft copy is mandatory.
39 25, Documents, | (SOPs), best practice documents | submitted as  softcopy in PDF  format. |Hard copy may be
Standard Operating | and information furnished by the exempted if it is not easily
Procedures and Manuals | bidder shall become the property | Please confirm our understanding. available.
of the Bank.
ATC ﬁ'e:r{;o?ﬁd:; S::ué? /Ia%v/ezopzc;sl’gxg We would request the Bank to kindly amend the
A -4 lso should have not eroded b clause as suggested below: Bidder to comply with RFP
40 Pnnexure” - a o Y| The bidder should have positive Net Worth as on Pty
re-Qualification more than 30% in the last three 31/03/2022 and also should have booked profit in the terms.
Criteria financial years (i.e. 2019-20, 2020- l fi ial o 2020-21 d3021 22
21 and 2021-22). ast two financial years (i.e. -21 an :22).
4"*3"«-.»

- 3
# %,
.
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Sl

No.

GeM Bid Clause

Clause/Technical Specification

Bidders Query

Bank's Reply

41

ATC

Annexure-4
Pre-Qualification
Criteria

4. The bidder should have positive
Net Worth as on 31/03/2022 and
also should have not eroded by
more than 30% in the last three
financial years (i.e. 2019-20, 2020-
21 and 2021-22).

Documents to be submitted for
Compliance:

The Bidder must produce a
certificate from the Company's
Chartered Accountant to this
effect.

The documents. certified by
Chartered Accountants should
mandatorily contain UDIN.

For wider participation we would request the Bank to
amend the "Documents to be submitted for
Compliance” as suggested below:

The Bidder must produce a certificate from the
Company's Chartered Accountant to this effect.

The documents certified by Chartered Accountants
should mandatorily contain UDIN.

In case the date of constitution / incorporation of the
bidder is less than 3-year-old, the audited financial
statements in respect of the completed financial
years after the date of constitution shall be taken into
account for this criteria.

Bidder to comply with RFP
terms.

42

ATC

Annexure-4
Pre-Qualification
Criteria

5. Years of Past Experience
required:

The bidder/OEM/resellers must
have minimum experience of three
(03) years should have regularly,
manufactured and supplied same or
similar Category Products to any
Central / State Govt Organization /
PSU / Public Listed Company as
indicated above before the bid
opening date.

Documents to be submitted for
Compliance:

Copies of relevant contracts /
orders to be uploaded along with
bid in support of having provided
services during each of the
Financial year.

During the FY 2020-21 our organization underwent an
internal re-structuring exercise where in the Business
Unit relevant for this RFP has been moved to a new
company created as a wholly owned subsidiary of the
main Parent Company.
In view of the above we would request Canara Bank
to kindly consider the documentary evidence of the
relevant projects delivered by both the Parent
Company and the Subsidiary Company (Bidder) for
RFP compliance.

Please confirm the acceptance of our request.

Bidder to corwnply with RFP
terms. :
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ATC . .
8. The applicant shall have support | Please confirm that the office premise of Group | ;. .
43 énnexurg-ft . office in Bengaluru or Mumbai for | Company in Bengaluru and Mumbai would be Bidder to comply with RFP
re-Qualification 24 : : terms.
Criteria X7 supports. considered for tender compliance.
1. Bidder / Principal / OEM/OSD
must have successfully
implemented PKI/Multi-Factor
Authentication Solution in India in
last three years, i.e. FY 2019-20,
2020-21 & 2021-22 from the date of
RFP.Evaluation
Parameter:Experience in | For promoting wider participation and considering the
Scheduled Commercial  Banks | lack of business during the last 2 financial years where
registered with RBI as per the | COVID-19 pandemic caused severe loss of business
second schedule - 10 marks (5 | opportunities we would request Canara Bank to
marks for each reference and | amend the evaluation parameter as suggested
maximum 10 marks).Experience in | below:Bidder / Principal / OEM / OSD must have
ATC Insurance Companies registered | successfully implemented PKI / Multi-Factor .
44 Annexure-9 with  IRDA  (As on 17-11- | Authentication Solution in India in last five years, i.e. | Bidder to comply with RFP
Technical Evaluation | 2022)/NBFCs registered with the | FY 2017 - 18, 2018 - 19, 2019-20, 2020-21 & 2021-22 | terms.
Criteria RBI (As on 01 -10- 2022)/Related | from the date of RFP.Experience in Scheduled

PSU in India: 5 marks (2.5 marks for
each and maximum 5
marks).Note:(Experiences  other
than scheduled commercial banks,
Insurance companies and
NBFC/Related Financial Institution
and PSU’s as mentioned above will
not be considered for evaluation)
For more detailsKindly refer RBI
website for the list of the

scheduled commercial Banks, NBFC
and IRDA website for the list of
Insurance Companies.

Commercial Banks registered with RBI as per the
second schedule, Insurance Companies registered
with IRDA (As on 17-11-2022), NBFCs registered with
the RBI (As on 01 -10- 2022), PSU in India and Govt.
Depts. / Govt. Organizations would be considered for
scoring (5 marks for each project reference).
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No GeM Bid Clause Clause/Technical Specification Bidders Query Bank's Reply
' . ... | The parameters can be authenticated by the OEM /
géluﬁiﬁ]cuntv Measures _ within 0SD only. So we would request Canara Bank to
mHacking' 2.5 Marks amend the evaluation parameter along with
Source Code Audit: 2.5 Marks Elgl)g:’ftmg documentary evidence as suggested
ATC \S/:r[?/-gzrz.gol\g?irk: ration Audit: 2.5 Security Measures within Solution
45 Annexure-9 Marks g " ©'7 | Ethical Hacking: 2.5 Marks Bidder to comply with RFP .
Technical Evaluation Source Code Audit: 2.5 Marks terms.
Criteria Documentary Proof: VAPT: 2.5 Marks
Self -Certification certified by Server Configuration Audit: 2.5 Marks
company secretary. Documenta )
. ; . ry Proof: A
Eggguﬁ ]ntzcoev::adlsscgsggg na:?c/lits Declaration from OEM / QSD certified by Company
ry y " | Secretary of OEM / OSD.
B. Components :
i 4. Server Side Components to | We urge bank to amend the clause as "Signatures in a - .
Annexyre 1 . archive verifiable format for a specified period of time to suit Applicable guidelines as
Technical & Functional . . . . .o per IT act and CCA
46 Requirement  of  PKI a) Signatures in a verifiable format | legal requirements as per IT Act’, since the CCA Uidelines are to be
Softhare Solution for a specified period of time to suit | guidelines in its entirety will not be applicable for a ?ollowe d mandatoril
’ legal requirements as per IT Act | solution that employs Crypto token based signing. y:
and CCA guidelines.
C. Features of the solution Required support will be
g) Bank is using a client based ‘ .. | provided by the Bank in co-
software to provide tunnelling we _presume tha}t . the . bank will coordination with Vendor.
Annexure-1 _ . - Whitelist the authentication solution components .
. : access to Internet Banking for a set . However, if any
Technical & Functional . for the users to access via the PR -
47 . of users. The solution should ; customization is required
Requirement of  PKI support transaction signing if tunnelling software. for the mentioned
Software Solution customer is accessing Internet | . Internet access for the user to be available through integration the selected

Banking through the tunnelled
secure browser

the tunnelled software.

bidder need to provide the
same.




ﬂc', GeM Bid Clause Clause/Technical Specification Bidders Query Bank's Reply
. . | Considering that the Bank has asked for APl based
Kier,tAdmlmstrator Dashboa:;io damg model, the Internet banking application will integrate
Annexure-1 ) Solution should support workflow the APIs of the solution to consume Signing services | This clause applies only to
. Technical & Functional | templates that all% I‘)NS for user of the solution. Hence the workflow design, GUI | the solution / part of
48 Requirement  of  PKI frier? dly customer registration and aesthetics is dependent on the Internet banking | solution proposed in the
‘Sm?tware Solution shoul dy have n%aker-checker application rather than on the MFA solution. The MFA | RFP to be provided by the
mechanism for workflow approval solution would not host any user interface for the end | solution provider.
. users.
through an admin console. We urge bank to relax this clause. i
Considering that time required to process the pre-bid
- ., | clarifications, collate and submit the bid documents, | Bidder to refer
49 | General Euegrt:]?:stm;%ratsxtendmg the bid we. request the Bank to kindly extend the bid | Corrigendum and to
) submission deadline by two weeks from the current | comply with RFP terms.
submission date. . _
St No 1 There is no exemption for
. .. : MSME bidders for scoring
ATC E;c\i/céer QUPCZZE;?:[[[/ Olileﬁasrger:tu:g The Bid is offering MSME exemption for the | under technical
50 Annexure-9 PKI/Multi-Factor y Authpentication Experience, Turnover and EMD. Please clarify if a | evaluation. The details of
Technical Evaluation Solution in India in last three vears MSME bidder is exempted from these scores too. If not | scoring model are already
Criteria i e. FY 2019-20. 2020-21 & 20y21_22, please explain the scoring model. available under Annexure-
St ’ 10 technical evaluation
from the date of RFP. parameters of RFP.
Considering that time required to process the pre-bid
51 | Generic Generic clarifications, collate and submit the bid documents, | Bidder to comply with RFP

we request the bank to extend the bid submission by
two weeks.

terms.
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10. Delivery,
Installation, Integration
and Commissioning

"of acceptance of

Phase-l - Supply, Installation,
Implementation, Configuration and
Customization of the PKI Software
Solution at the bank office. -
Within six (06) weeks from the date
purchase
order/provision of infrastructure
from Bank side whichever is later.

Phase-ll - User Acceptance Test
(UAT) of the solution. - Within four
(04) weeks from the date of
completion of Phase-I.

Phase-lll - Production Movement. -
Within four (04) weeks from the
date of completion/sign-off of UAT
of solution.

Considering the complexity of solution, given
timelines are not feasible. Please help with a revised
timelines as below:

Phase-l - Supply, Installation, Implementation,
Configuration and Customization of the PKI Software
Solution at the bank office. - Within eight (08) weeks
from the date of acceptance of purchase
order/provision of infrastructure from Bank side
whichever is later.

Phase-Il - User Acceptance Test (UAT) of the solution.
- Within six (06) weeks from the date of completion
of Phase-I.

Phase-lll - Production Movement. - Within six (06)
weeks from the date of completion/sign-off of UAT
of solution.

Bidder to comply with RFP
terms.
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13. Onsite Resources

13.2. The Qualification of the
Onsite  Resource should be
B.E/B.Tech/M.E/M.Tech in
computer science /Computer
Technology or MCA with minimum

| 60% marks or Equivalent Grade. He

should have prior knowledge and
hands on experience of at least 3yrs
in PKI Multi-Factor Authentication
Software Solution

Kindly help with revision in clause as below:

13.2. The Qualification of the Onsite Resource should
be B.E/B.Tech/M.E/M.Tech in computer science
/Computer Technology or MCA with minimum 60%
marks or Equivalent Grade. He should have prior
knowledge and hands on experience of at least 3yrs

in IT Projects

Bidder to comply with RFP
terms.

Date: 17/03/2023
Place: Bangalore

N P

Deptt} éenel’al Manager




